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Fisggesa » Tt % F VAR B T > ¥ AL & Wi-FI 252 Bod B chE AR A
FTEOTHAEASB)RGBLBARRE 0 ARRERY BEFPC LS o
RANLESBEFARTER G B2 Y F L SRTITE . bl 2019 £ 0
PR N m R Pk o 17 B B M 2R 0 RecH &k % (Domain
Name System, DNS) #'JR Bk 2> #-pp @ @+ B DNS PIRE - A # * Fid
e b g~ PR EL A X H B BT o % 4 2020 & BT E RE Palo Alto s % £
TREST S50 B BOFRRF o N RER A TREL ST IR A6 A4 R
BRGSO 2EF o AL B e R WH AL o FEMAPTEE XD E
P @%] EERETRESP
Ao WRL 4L B ¢ (National Communications Commission, NCC) & & i &
REAAZT B2 X 2 L3P B2 X F G ¢ & (Telecom Technology Center, TTC)
FYRERE AP LG LRTUAERERETAICOHRER ~F 5
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[1] Cyber Security Agency of Singapore » Cybersecurity Labelling Scheme (CLS) Minimum -
Test Specifications and Methodology for Tier 4 v1.0 : 2020 -

[2] European Telecommunications Standards Institute (ETSI) » EN 303 645 Cyber Security for
Consumer Internet of Things : Baseline Requirements v2.1.0 : 2020 -

[3] Groupe Speciale Mobile Association (GSMA) » IoT Security Guidelines Overview
Document v2.2 : 2020 -

[4] International Electrotechnical Commission (IEC) » 62443-4-2 Security for industrial

automation and control systems - Part 4-2: Technical security requirements for [ACS

components : 2019 o
5] Wil @4pL A ¢ > BERFIBPRBIUAG 2 B RG FTLF 2RPIFAS
2018 -
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3.1 4 % (Encryption)

P FAREREKFFE LA R ATET ET L A R
AR fE R BT FEZT URRP Y T E I ER P o

i g (Port)

W * fi PRBN GRS PSR FIREG RE L (T5 el o
B/ AT A
3.3 s £ FH# (Sensitive Data)

‘#E%’L'Eﬁfl, B #J;]F_’fol'f"lﬁ; ’?*i\jif’?,ﬁ%\ﬁ%i\}/l
z

Tad Bt B2 FiF, Y

3.4 775 (Password)

- 23 TR Rn 16k KLypEkie 'ﬁf’/”\ P F - K 'gr’;uﬁx,j‘s sz g

3.5 ¥ A #3387 E (US National Vulnerabilities Database, NVD)
ip % B W 7% 8 T peFT 3 2 (US National Institute of Standards and Technology,
NIST)#% PR R BEFALE » f F % LB 2iR 2 TR g 2 37 o
3.6 ¥ 233825k (Common Vulnerabilities and Exposures, CVE)
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3.7 ¥ L EF =& % 3v (Common Vulnerability Scoring System, CVSS)

dh- BERFFTE L ADH RE > RS PR AT kI s TR BB T
F * %E&‘fi’f{?-‘ﬁ% FAEY LB METELE B j‘a’ﬁﬁj’i?'] *teop 043 10 & 00 A
ZRbh'wod 0P R EAEBh'%G o
38 sy ﬁe’?]#fdﬁ" (Wireless Transmission Technology)

PR E R AR DR RA 3 FEERRABHBF LR S RBETA
A3 B ehjg SR #he WisFi(Wireless Fidelity) « & 8% 5 %5 ~ FH @RS -
3.9 & 3 % 3 P (Wireless Local Area Network, WLAN)

R ERRLR -~ FHES RIS BT DL 2 RRES AH LRGN
?v ﬁ“ ﬁJ’k’ﬁ%#E e o
3.10 & ﬁq?] £ % 214 2 (Transport Layer Security, TLS)

- 78

FRR FREFRREAAKREL 22 TR EERG 1999 £ 2F -0k
TLS #4h%k « I E ~ T F 20 ~ wpRd i~ #8775 (Voice over Internet Protocol

VoIP) ~ it B E S p* f258¢ » BiL LB T

3.11 ¥ % 4+ (Confidentiality)

BERARER D BES ABREL B TS B AT o

3.12 = &1+ (Integrity)

TR G AR GPAR R S BR EE

3.13 % > ¥ % (Security Level)

hFBASG R PREAZFTEARP  HHASTFOE2HA N LR ET R R
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3.14 HTTPS (Hypertext Transfer Protocol Secure)

a1l SSL/TLS 4= & » e THTESX 22 @ % § &4 g2

(w
by
=
(=
=
i

e

»LO

3.15 &7 %8 (Firmware)

TN LTINS Y REEEES RN R T U

3.16 i & (Throughput)
AR E AR P e A BT T E o H 3 ¥ 2 Mbps & Gbps %
3.17 % ¥F13 &% (Multi-Factor Authentication, MFA)

Tadrt 2 v FS g UEEEE 2 Gl S I EN g 4 B
]+ > & 547402 F (something you know) ~ #74%F 2_ # (something you have) ~ #7 £ 2_3)
(something you are) ~ #7 £ 2_ {7 5 (something you behave) > >+ 7% e FF B ¥ - ¥ (78

u o

3.18 3£ 5% # (Strong Authentication)

I h A AR 0 R RR Y H EHE G Fv‘*ﬁia?]/\éi'?— # - hE w2
ﬁis?] o B PR B RN 0 IS % 3R FIDO(Fast IDentity Online) :
%% 1= % (Universal Authentication Framework, UAF) ~ i * % = %] 2 {= % (Universal

Second Framework, U2F)2 FIDO2/WebAuthn o

3.19 § §4Rl3# (Load Testing)

BB BRY BRI SREFIR R AREAFRFRLLFERT > g
A F i EDFEHRE a4 By KK -
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© 2o S 1 s 2 & 3 =
5.0.1 87 40 0 37 511 | 5112
5.1.2 Wi-Fi 08 )28 5.1.2.1
5017 % 4 513 R4 5.1.3.1
. 5.14.1
5.1.4 59 PR 51492
5.1.5 48 2P|k 5151 | 5152
5.2.1 352 78 52011 | 5212
5201
, 5202 % » 4] 5000
VARV
5.2 &k 5223
T ER
523 (48 5231 | 5232
504% > 4 4 5.0.4.1
5.3.1 7 WA TR 53.1.1
532 B i 53.2.1
5.3 K%f&‘%t n T T ETN
; 533 % T F A G B 5.3.3.1
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541 #%F ¥ LikF 54.1.1 54.1.2

542888 F LiRKF 542.1 5422

543 FHBEL 2> 543.1

544 p sk ¥ > 544.1 5442

54 % > 5 . ,
e A 5458 kKEX > 54.5.1 5.4.52

546 % F F- A5 F LA 5.4.6.1

547 &R AL 5.4.7.1

5.4.8 %8 F F1# A 5.4.8.1 5.4.82

549 (78 PR L 5.49.1
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53.1 P WATR TR

5311ir % BIIE 2 > Nk G AT T AL o

53.2 B v

5321 & % BR B - B foeid 3% o

533 T ERA5 B

53314 3% B2 # T #5065 dlie » HTTPS @4 -
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5341 A% B el A2 BB LRE AT L DIPo
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FERFRRTTH L FEREHE L

AOAL BEREE LT L R R A

FABRBE | FRELRTA FEEHERERP
ETSI EN 303 645
i 2 AT 5.1.1
> 5.3 Keep Software updated
BT PREPRAE E R KE TELZ 2RI
s T 53 Bk 5.1.2 ip 5l
> PRl 7.54-~755-756
AR TR EREPRXG 2 B \"/Ql% WE D RPHT
ES § L 5.1.3 ip 3!
> g 721
BRFBRREPLE 2RI KF T T iR
WL 5.1.4 ip 5!
> Byog 731
B ETSI EN 303 645
33 A5 5.2.1
» 5.1 No universal default passwords
B ETSI EN 303 645
33 A5 5.2.2
» 5.1 No universal default passwords
CLS Minimum Test Specification
3R 523 »  To ensure that the wireless router employs a strong
password policy.
BN T PRIEPKAE 2 B K F T 2RI
g 524 AL
> Fr>4d 7111
CLS Minimum Test Specification
2R féq I 5.3.1

» To ensure that the device (including the
manufacturer’s website) shall not allow an attacker

19




O crmumnmans

C

TAICS TS-0040 v1.0:2021

to retrieve sensitive credentials and contents from its
firmware (i.e. secure storage).

ETSI EN 303 645

E R 53.2
» 5.6 Minimize exposed attack surfaces
CLS Minimum Test Specification
R > To ensure that the device communicates in a secure
> 5.33 manner with associated cloud services over the
internet, configuration portal, and the companion
mobile application.
BB RRATRA Z B KA FEX 2 R
iR 5.3.4 ip 3!
> A A 757
CLS Minimum Test Specification
BRI 535 »  Default communication settings should be secured.
“ For example, routers should employ WPA2-PSK-
AES-CGM on its wireless interface
ERTH P PERFIRAE F B XA FEX DRPIFEN
Bt 55 B 5.4.1 ip 3!
> risghiri 751752
BT P RIEPK R 2 B K E T 2RI
-t 55 W 542 ikl
> ERAENPEE 753
CLS Minimum Test Specification
TG 543 »  To ensure that the device does not have hardware
ports such as JTAG or UART
BT P RIEPKE 2 B K E T 2RI
L 544 4p 3
> EirkeAd 711
CLS Minimum Test Specification
R L 545 >  To ensure that the wireless router disables the
following services by default.
] 5E 5.4.6 CLS Minimum Test Specification

20
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» To ensure that the device’s configuration portal is not
susceptible to command injection attacks.
AR TP EREPRG 2 B V/QFE WE WP HT
&R A5 5.4.7 ip 3!
> EELARNPRE 753
AT EREPRAG E RS KE FTELL 2RI
4p 3l
> R g g4l a 7.113
HE R 5.4.8 CLS Minimum Test Specification
»  To ensure that the Guest WLAN does not allow
access to the configuration portal of the device, or to
other devices in the main private-WLAN.
Guide to LTE Security
*E el 5.4.9 > 5.4 User-Defined Option for Connecting to LTE
Networks
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LBIR % RRAPE TR T KA1

R E PR kRl b # R % 24
AR LT TR e A

s | 2 kR
OWASP IoT top 10 2018 - Insecure Data Transfer and Storage

e | RFEfIY i i 13 3 EEE
Brasngk | 2 kiR
OWASP IoT TOP 10 2014 - Insecure Software/Firmware

RERFR | B b Al i EEY
ﬂ“éﬁﬁ ¥ Kk
OWASP IoT TOP10 2018 - Insecure Data Transfer and Storage

AR EF AL 1 ,

R r_j;f;m | 4 RLfZ ®BAHNER B s
33 %A _ i

4 Kk

OWASP IoT top 10 2018 - Weak Guessable, or Hardcoded Passwords

29 74 A= =1k 3 ocd 3728 RS = AN M
il B K

OWASP IoT top 10 2018 - Insecure Default Settings

a7 “ 1 } [\=— %

R 471 o TR R L ] % 2
= A G il
7 A m P

OWASP IoT top 10 2018 - Lack of Physical Hardening

PP RE ‘ & ¥ 1t ‘ 7 ) % Cookie ‘ N o A

s | 2 kiR
OWASP IoT top 10 2014 - Insecure Web Interface

=g | k4R 4 s 1P B2

o
=
F

4 Kk
OWASP IoT top 10 2018 - Weak Guessable, or Hardcoded Passwords

frER | RARE | mERIRET | Sae

ARES BN
OWASP [oT TOP 10 2014 - Insufficient Authentication/Authorization
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. TE kR | kAR | MPAILRENE | EFAR
" >4 Kk
) OWASP IoT top 10 2018 - Insecure Network Services
WU T [ EEflr [ megapa | v
gl | BRI RRC
OWASP IoT top 10 2018 - Lack of Secure Update Mechanism
Tean | GEFn | Tmisf | er(xsoht |EFaE
g | SRR
' OWASP IoT top 10 2014 - Lack of Transport Encryption
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(6)
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(8)

9)
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NIST - Special Publication 800-187 Guide to LTE Security °

RFC 5246 > The Transport Layer Security (TLS) Protocol Version 1.2 °

NIST FIPS PUB 140-2 » Security Requirements For Cryptographic Modules : 2001 -
ETSI » Cyber Security for Consumer Internet of Things TS 103 645 Version 1.1.1 :
2019 -

ISO/IEC 15408 » + F # R|(Common Criteria for Information Technology Security
Evaluation, CC) °

ENISA > Recommended cryptographic measures-Securing personal data °

SANS - Security Guidelines for Wireless LAN Implementation ©

CSA > Cybersecurity Labelling Scheme (CLS) Minimum - Pub 2 Scheme Specifications
v1:2020 -

CSA > Cybersecurity Labelling Scheme (CLS) Minimum - Pub 1 Overview of CLS v1 :
2020 -

(10) OWASP - Internet of Things TOP 10 : 2018 -

(11) OWASP - Internet of Things TOP 10 : 2014 -

(12) NIAP - Collaborative Protection Profile for Network Devices v2.0 : 2017 o

(13) UL - 2900-1 Standard for Software Cybersecurity for Network-Connectable Products

Part 1: General Requirements °

(14) ENISA - Cybersecurity Certification: EUCC Candidate Scheme v1 : 2020 o

(15) EU » General Data Protection Regulation : 2016

(16) IEC 62443-4-1 Security for industrial automation and control systems —Part 4-1: Secure

product development lifecycle requirements : 2018 °

(17) ISO/IEC 17025 » General requirements for the competence of testing and calibration

laboratories : 2017 -
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